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ABSTRACT
In view of the fundamental limitations of standard machine learning methods, which primarily 
depend on actual and labelled attack data, the identification of novel and zero-day cyber-attacks 
continues to be an essential and continuing difficulty in cybersecurity. Techniques become vulnerable 
to emerging attack vectors, considering these models often do not apply beyond identified threat 
classes. To overcome this limitation, present ZTFER (Zero-Shot Threat Identification through 
Foundation model-aided Embedding and Reasoning), a Zero-Shot threat identification model which 
utilises the basis model semantic embedding to detect threats which had not been observed before 
without needing retraining. Through combining natural language threat characterisations and real-
time system activity into a common semantic space, ZTFER implements zero-shot learning and 
makes it achievable to classify unnoticed threats by considering contextual similarities. Furthermore, 
present A-SENT, a real-time responsive inference method which dynamically evaluates and 
addresses threat conduct through integrating Large Language Model (LLM) reasoning in real-time 
threat analysis updates. The proposed ZTFER model obtained a zero-day detection score of 58.9% 
and an accuracy of classifying 91.3%, outperforming the traditional and few-shot baselines. The 
experimental results demonstrate that ZTFER can be more effective and have better generalisation 
capability for detecting known and unknown cyber-attacks. The proposed framework does away 

with the requirement for continuing retraining 
and enables quick response to emerging threats. 
Creating powerful, scalable, and smart defence 
mechanisms able to recognise and understand 
new security threats in real time becomes 
achievable in a significant way by this research.
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INTRODUCTION

The necessity for intelligent, autonomous, and responsive threat detection technologies 
has risen significantly because of the increasing complexity and frequently occurring 
cyberattacks. The rapid increase of zero-day threats and previously undetected threats, 
which take advantage of undiscovered weaknesses as well as creatively connect 
conventional methods for avoiding detection methods based on patterns or conduct, is 
particularly concerning. Based on recent studies, over 30% of active attacks in enterprise 
networks originate from variants absent from historical datasets, emphasising a structural 
flaw in standard protective frameworks (Ranpara et al., 2025; Xu et al., 2025). These 
suspicious strategies often utilise polymorphism, obfuscation, and complicated persistence 
methods, demonstrating the necessity for broadly usable, context-aware frameworks which 
can operate in real-time without the required for humans to participate.

The great majority of intrusion detection systems (IDS) continue to utilise supervised 
learning models trained on fixed, labelled datasets, regardless of developments in machine 
learning (ML) for cybersecurity (Ke et al., 2025). Additionally, due to their strict dependence 
on discovered feature-label mappings, these frameworks have inherent restrictions in their 
ability to classify unknown attack groups, particularly zero-day attacks. Therefore, they do 
not have the capacity for reasoning conceptually and need expensive retraining (Aloqaily et 
al., 2025; Zhang et al., 2025). Furthermore, although more flexible, unsupervised anomaly 
finding techniques typically suffer from a high rate of false positives and struggle with 
accessibility in real-world scenarios.

Despite Zero-Shot Learning (ZSL) and foundation models having gained widespread 
acceptance throughout a variety of fields, not much is known regarding how they can be 
effectively employed in the field of cybersecurity, particularly in real-time, functioning 
configurations. The majority of ZSL approaches utilised in cybersecurity are theoretical or 
depend on artificial, attribute-based data sets, which cannot be practical or semantically rich 
(Ahmed et al., 2025). Moreover, there's a lack of studies on the combined use of LLM-based  
reasoning and real-time feeds of threat intelligence, which could enable frameworks to 
analyse attack behaviour from expert knowledge builds and open-source intelligence in 
an environment of adaptation (Chamieh et al., 2024). Finally, no method presently in use 
offers a single pipeline which allows threat description to be grounded, zero-shot deduction, 
and flexible adaptation in a live detection establishing (Muppalaneni et al., 2024).

In this paper, a novel framework which implements zero-shot learning for cyber threat 
identification is offered: ZTFER (Zero-Shot Threat Identification through Foundation 
model-aided Embedding and Reasoning). To identify unnoticed threats without needing 
retraining, ZTFER applies pretrained foundation techniques to embed system activities 
and threat class explanations into an accepted semantic space. At the same time, present 
A-SENT, a real-time responsive inference method which frequently describes threat conduct 
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through the integration of LLM-based semantic reasoning with online threat intelligence 
streams, such as CVEs and MITRE ATT&CK reports.  

The proposed ZTFER model obtained great improvements in the accuracy of detection 
and ZSD adaptation. Finally, under extensive testing on the UNSW_NB15 dataset, ZTFER 
obtained an accuracy rate of 91.3% on the total classification, outperforming state-of-the-
art classification methods such as Random Forest (83.2%) and SVM (80.1%). Specifically, 
presented model achieved a 58.9% zero-day detection rate, more than doubling the 
performance of both few-shot and traditional approaches in identifying previously unseen 
threat categories. These results illustrate the effectiveness of ZTFER's design, which allows 
for performing well on both interpretability and low latency out of the box without any re-
training. The combination of foundation model embeddings and actual-time LLM reasoning 
is crucial for how it performs in dynamically changing attack situations.

This study offered three core contributions as shown below:
•	 A formalised zero-shot model which can identify hidden attack conduct by semantic 

alignment with MITRE ATT&CK explanations.
•	 A real-time identification pipeline that includes LLM reasoning and analysis feedback.
•	 Accurate experimental verification on evaluated intrusion data sets, which show 

superior performance over lastly supervised, unsupervised, and few-shot baselines.

LITERATURE REVIEW

The network detection of breaches has historically been based on supervised and semi-
supervised learning techniques. To identify known patterns of attacks, standard classifiers 
such as Decision Trees, SVMs, and Random Forests have been applied on datasets 
such as UNSW-NB15 and NSL-KDD. For example, Ring et al. (2023) have carried out 
an in-depth evaluation of supervised models across various intrusion datasets. On the 
CICIDS2017 data set, Yadav et al. (2022) reached outstanding results by employing deep 
learning for the extraction of features and attack classification. Utilising both labelled and 
semi-labelled data, Harsha and Thyagaraja Murthy (2021) investigated collective models 
for the detection of malware. Nevertheless, these approaches can frequently be inefficient 
against zero-day attacks, as pointed out by Korba et al. (2023). These techniques do not 
always work against zero-day attacks. Afterwards, semi-supervised methods, for instance, 
the hybrid LSTM-based IDS designed by Saurabh et al. (2022), were affected by the deep 
autoencoder-based framework for unsupervised feature learning proposed by Imtiaz et al. 
(2025). In addition, Alhayani and Al-Khiza’ay (2022) highlighted how crucial data variety 
is for producing accurate threat classifiers.

While the capacity of Zero-Shot Learning (ZSL) to apply well to undiscovered groups 
has drawn a lot of attention in the fields of cybersecurity and natural language processing. 
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Through integrating the inputs and labels in a common domain, Socher et al. (2013) and 
Alallaq et al. (2019) offered the first techniques to use ZSL in language as well as vision. 
NLP duties such as classification of text and goal detection have been added to this to 
improve ZSL for classifying malware in the security field using the description vectors 
framework (Cen et al., 2024; Chai et al., 2020). Textual embeddings have been employed 
by Alzu’bi et al. (2025) to conceptually model cyber behaviours. Alallaq and Han (2018) 
and Bratsas et al. (2024) implemented knowledge graphs in zero-shot learning (ZSL)-based  
threat detection frameworks. Papageorgiou et al. (2024) and Aminu et al. (2024) evaluated 
embedding-based attack representation in zero-shot situations, whereas Zhang et al. (2025) 
proposed a ZSL method for detecting abnormalities in control systems for industries. 
Moreover, Yucel et al. (2020) studied the resilience of ZSL models in hostile environments. 
Lastly, Srivastava et al. (2024) discussed ZSL improvements and their use with ordered 
cybersecurity data.

The LLMs and foundation models have recently become significant assets for 
cybersecurity semantic understanding. Brown et al. (2020) have proposed GPT-style 
structures with general-purpose learning features. Ghosh et al. (2025) investigated the 
usage of LLMs for attack correlation and CVE report summarisation. Sufi (2024) has 
integrated LLMs into SOC procedures for flexible alert triage. Chen et al. (2021) examined 
the implementation of BERT for IoC and entity recognition, while Branescu et al. (2024) 
customised T5 for MITRE ATT&CK mapping. In behaviour modelling, Idelhaj et al. (2024) 
demonstrated that LLM embeddings perform more effectively than conventional vectors. 
Also, for real-time attack reasoning, Mandal et al. (2024) applied LLM-based instructions.

Stream data analysis and SIEM cooperation are frequently employed in real-time 
models for cyber-attack identification. Tariq et al. (2024) showed a fog computing-based, 
real-time, multi-layer detection and prevention system. Bezas and Filippidou (2023), 
designed a Kafka-based stream processing for zero-day threats. (Bathiri and Vijayakumar, 
2024) have proposed a hybrid approach, which combines the detection of anomalies and 
deep inspection of packets. Chamieh et al. (2024) to enhance the discovery latency in 
intelligent networks utilising threat intelligence feeds. In a comparable manner, Ghelani 
(2022) has suggested an online deep neural network pipeline for intrusion classification. 
Shamsuzzaman et al. (2024) created a framework for avoiding cyber-physical threats in 
control systems for industries by using real-time logs. Employing ensemble models 
proposed a responsive alert correlation (Yu & Zhang, 2023). Finally, Ranpara et al. (2025) 
have created a scalable edge-based system integrating threat feeds and machine learning 
methods for 5G networks.

Therefore, a few technologies combine zero-shot learning and real-time responsiveness, 
regardless of significant improvements in both supervised detection and monitoring in 
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real time. Most of cybersecurity's up-to-date ZSL frameworks are still in an experimental 
phase and are not yet integrated into working pipelines. Additionally, the full capacity of 
foundation models for semantic reasoning across real-time attack data has not yet been 
achieved. Without the ability to understand or clarify novel attack behaviour conceptually, 
immediate time mechanisms typically concentrate on identifying anomalies or systems 
based on rules. There is currently no comprehensive framework for responsive cyber 
security which includes LLM-based deduction, real-time intelligence on threats, and zero-
shot semantic classification.

METHODOLOGY

The ZTFER Mathematical Model

Employing semantic embedding models, which are already pre-trained on extensive textual 
data sets to relate cyber-attacks for describing attack labels, which include previously 
unknown classes, is the basic component of the proposed ZTFER (Zero-shot Threat 
Detection via Foundation Model-Aided Embedding and Reasoning). Utilising descriptive 
text as the semantic anchor, this framework is constructed on the Zero-Shot Learning (ZSL) 
principles and is designed to operate without retraining.

Definition of the Problem

Suppose that Suppose that 𝒳𝒳 denote an input space for framework or network activities, such as system logs, alerts, or 

flows of traffic. The total number of attack classes can be represented by 𝒞𝒞 = {𝑐𝑐1, 𝑐𝑐2, . . . , 𝑐𝑐𝐾𝐾}, where only a 

subset 𝒞𝒞seen ⊂ 𝒞𝒞 can be observed during training. The idea is to classify an input 𝑥𝑥 ∈ 𝒳𝒳 to the appropriate 

class 𝑐𝑐 ∈ 𝒞𝒞, even when 𝑐𝑐 ∉ 𝒞𝒞seen. 

Every class 𝑐𝑐𝑘𝑘 ∈ 𝒞𝒞 is associated with a natural language description 𝐷𝐷𝑘𝑘 , available through ordered attack 

taxonomies (e.g., MITRE ATT&CK), repositories of the vulnerability (e.g., CVE), or smart reports. 

The challenge is to derive 𝑐𝑐𝑘𝑘  for a previously undetected input 𝑥𝑥, utilising only the semantic proximity 

between 𝑥𝑥 and 𝐷𝐷𝑘𝑘 , with no labelled examples from 𝑐𝑐𝑘𝑘  during training. 
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Semantic Space and Embedding

All a Sentence‑BERT model used (-MiniLM-L6-v2) as the basis encoder All a Sentence-BERT model used (-MiniLM-L6-v2) as the basis encoder 𝛷𝛷. 

• Motivation: It provides a perfect stability between creating 384‑dimensional embeddings and 

inference rate (evaluative for actual time detection) and semantic conditions. 

• No field‑particular clear tuning is utilised for the encoder itself. The paradigm was applied to an 
off‑the‑shelf semantic encoder as a pre‑trained model. Scope adaptation is performed indirectly 
through the various response loops (Eq. 4) and utilises MITRE ATT&CK‑aligned threat 
characterisations, not by amending the grounds of the model’s scales. This saves zero‑shot 
generalisation capability. 
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MITRE ATT&CK‑aligned threat characterisations, not by amending the grounds of 
the model’s scales. This saves zero‑shot generalisation capability.

To facilitate zero-shot classification, it applies a foundation model To facilitate zero-shot classification, it applies a foundation model 𝛷𝛷:𝒳𝒳 ∪𝒟𝒟 → ℝ𝑑𝑑 , where 𝒟𝒟 represents 

the space of attack/threat descriptions. 𝛷𝛷 embeds both attack activities and descriptions into a shared 

semantic space ℝ𝑑𝑑 , enables the computation of similarity between heterogeneous data modalities. 

• 𝐯𝐯𝑥𝑥 = 𝛷𝛷(𝑥𝑥)-The event's embedded representation 𝑥𝑥 
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 may include Sentence-BERT, all-MiniLM, 
otransformer variations trained on a cybersecurity-specific corpus. Furthermore, in 
scenarios where direct class supervision is not achievable, transfer learning and inference 
can be made possible through used embedding space, which produces syntactic and 
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Inference from Zero-shot
Semantic similarity provides the foundation for zero-shot classification. The framework 
chooses the class in the latent space with a particularly similar description The framework chooses the class in the latent space with a particularly similar description 𝐷𝐷𝑘𝑘  for a new 

situation 𝑥𝑥, as shown in equation 1 below: 

c�(x) = argmaxck∈𝒞𝒞cos�Φ(x),Φ(Dk)�                  [1] 

In this scenario, the cosine similarity of two vectors is  cos(⋅,⋅). The cosine rating is appropriate for 

evaluating high-dimensional normalised vectors since it accurately captures the directional alignment 

between the input data and class description embedded data. 

The mathematical framework can generalise to new classes 𝑐𝑐𝑘𝑘 ∉ 𝒞𝒞seen as long as descriptions of them 𝐷𝐷𝑘𝑘  

can be obtained because this formulation is by nature not parametric. 
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Threat Mapping (MITRE ATT&CK)
Through mapping every input to its significantly linguistically aligned Strategy, Method, 
or Process (TTP) as well as to an attack class, combine the MITRE ATT&CK mechanism 
for offering the ability to interpret and contextualise.

Every TTP is linked with a description 
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as well as to an attack class, combine the MITRE ATT&CK mechanism for offering the ability to interpret 

and contextualise. 

Every TTP is linked with a description 𝑇𝑇𝑗𝑗 ∈ 𝒯𝒯, where 𝒯𝒯 is the set of all ATT&CK entries. The embedding 

of every TTP is as shown in equation 2: 

𝐯𝐯𝑇𝑇𝑗𝑗 = 𝛷𝛷�𝑇𝑇𝑗𝑗 �                                                                                                                                  [2] 

In equation 3 below given that 𝐯𝐯𝑥𝑥 = 𝛷𝛷(𝑥𝑥),we assign: 

𝑇𝑇�(𝑥𝑥) = argmax𝑇𝑇𝑗𝑗∈𝒯𝒯cos �𝐯𝐯𝑥𝑥 ,𝐯𝐯𝑇𝑇𝑗𝑗 �                                                                                                [3] 

Since semantic responsibility is made achievable, the framework may generate outcomes which can be 

clear among humans, including "Lateral Movement via Remote Services," also regarding new threats. This 

approach ensures adaptability and explainability through separate classification from label availability and 

creating predictions in a common attack ontology. 
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Since semantic responsibility is made achievable, the framework may generate 
outcomes which can be clear among humans, including "Lateral Movement via Remote 
Services", also regarding new threats. This approach ensures adaptability and explainability 
through separate classification from label availability and creating predictions in a common 
attack ontology.

The Loop of Contrastive Feedback

When analysis feedback becomes accessible, supervised contrastive learning can assist 
ZTFER, even though it is zero-shot at inference time.
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Through the utilisation of verified mappings, this feedback loop allows the framework 
to, over time, enhance its capacity to distinguish minute attack differences without requiring 
complete retraining. Furthermore, it promotes continuous domain-specific conduct 
adaptation.

By applying retrained language models to generalise through both visible and 
undetectable threat types, ZTFER presents a solid mathematical foundation for semantic 
threat identification in dynamic environments.

Architecture of the ZTFER-RT System

Real-time attack intelligence, dynamic analysis feedback, and zero-shot threat inference 
are all possible to be easily combined with the ZTFER-RT (Zero-shot Threat Detection 
via Foundation model Embedding and Reasoning—Real-Time) architecture. It helps both 
identification and semantic responsibility in real time and implements the mathematical 
model discussed in the third section.



1476 Pertanika J. Sci. & Technol. 34 (3): 1469 - 1491 (2026)

Muhmmad Al‑Khiza’ay and Noora Alallaq

Components of the System

Ingestion in Real Time

Cyberspace telemetry data is collected by the ingestion layer by layer from plenty of 
sources such as SIEMs, endpoint detection devices, firewall logs, IDS logs, and NetFlow. 
Utilising distributed contacting mechanisms such as Kafka, it promotes both batch and 
stream processing of data. High-throughput capabilities and minimal latency processing 
of incoming activities 
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Extraction of Indicators

Internet Protocol (IP) addresses, file hashes, handle names, registry records, and network 
artefacts can be among the many instances of the structured characteristics and textual 
indicators of compromise (IoCs) which can be extracted from raw activities by this module. 
The events are standardised and normalised towards an intermediate representation which 
is capable of being embedded.
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 through the same encoder.

Module for LLM Inference

To interpret and make sense of event embedding and associated threat explanations, this 
element utilises massive language models (for example, Falcon, GPT-4, or open-weight 
transformers). It could employ retrieval-augmented generation (RAG) to improve attack 
descriptions, generate clarifications, and possibly rephrase notifications. The LLM module 
adds natural language understanding to similarity-based deduction.

Matching Threat Feeds

New event embeddings are regularly compatible with real-time attack intelligence sources 
of data (for example, CVE feeds, MISP, MITRE ATT&CK, and OSINT) through the attack 
feed matcher. To be able to create compared metadata and enriched attack attributions, 
feed explanations and indicators are incorporated and compared with event vectors by 
employing cosine similarity.
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Feedback from Analysts in the Loop

The framework incorporates a human-in-the-loop communication layer, which enhances the 
accuracy of decisions. The analysts can markup events, flag wrong classifications, and verify 
predictions. The system can, over time, enhance its latent space abilities while keeping 
zero-shot deduction capabilities due to this feedback, which is recorded as supervised 
contrastive loss (as described in The Loop of Contrastive Feedback).

Summary of Data Flow

•	 Activity Acquisition: A real-time stream analysis layer-by-layer handles activities 
which receive input from SIEMs and IDSs.

•	 Preparing and IoC Extraction: Still, raw logs go through the tokenisation, 
standardisation, and context gain (e.g., user-agent, port information).

•	 Integrating Computation: The descriptions of what happened and attack classes are 
integrated utilising. Both offline and online integration of new events and fixed attack 
classifications are facilitated by the system.

•	 Zero-Shot Deduction: To determine a particularly similar in semantics attack class, 
cosine similarity between class/TTP explanations and event vectors is calculated.

•	 LLM Argumentation: An LLM presents contextual rephrasing, clarification, and 
indicative mappings. For example, it can clarify the relationship between a situation 
and privilege escalation or lateral movement.

•	 Attack Feed Matching: To identify associated scenarios, related indicators, and known 
TTPs, the framework examines embedded threat intelligence feeds.

•	 Feedback Loop: By applying contrastive learning, embeddings are modified according 
to analysis feedback. Therefore, the model can, over time, become more effective 
at discriminating. Despite this, the environment for threats is constantly changing, 
ZTFER-RT has the capacity to preserve constant awareness of situations and threat 
identification abilities due to the real-time pipeline.

The Framework of the ZTFER-RT Architecture

The interaction of the component of the ZTFER-RT architecture and the complete data 
flow is clarified in Figure 1.

As clarified in Figure 1, the ZTFER ‑RT pipeline operates in the following 
mechanism: real‑time network events are converted into natural‑language descriptions, 
passed through a frozen foundation encoder, and compared via cosine similarity with 
pre‑computed MITRE ATT&CK threat embeddings, resulting in zero‑shot classification.  
An LLM built on descriptions and an elective analyst response amends only a lightweight 
adapter, protecting zero‑shot ability without retraining.
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Figure 1. ZTFER-RT system architecture diagram

Table 1 
ZTFER model parameters and selection details

Parameter Value Selection Method / Justification
Embedding dimension (dd) 384 Fixed by the all-MiniLM-L6-v2 architecture
Temperature (ττ) in 
contrastive loss (Eq. 4)

0.07 Grid search (range 0.01-0.5) on validation split

Contrastive adapter learning 
rate

1×10−41×10−4 Standard practice; tuned on validation

Batch size 32 Limited by GPU memory; stable gradient estimates
Cosine similarity threshold 
for zero-shot classification

0.65 Empirically set to balance precision/recall on seen 
classes

Optimiser β1=0.9,β2=0.999) Default for contrastive learning
N0. of contrastive update 
steps (each response batch)

10 Small update to avoid overfitting to feedback

Table 1 shows a summary of the primary key parameters that are utilised in the ZTFER 
framework and how their considered values were determined.
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Experimental Configuration and Outcomes Dataset

Description of Dataset

The UNSW-NB15 data set, an extensive benchmark for the detection of network intrusions, 
has been employed in research experiments (Kumar et al., 2020). It is constructed 
from 2.5 million labelled conjunction records, which were collected from both synthetic 
threat simulations and real traffic. It contains 49 features for each record, which include 
time-based characteristics such as rate of connection, features of content such as the total 
number of failed login attempts, and fundamental characteristics, for example, service 
and protocol. 

Also, exclude entire threat classifications (for instance, shellcode, exploits, and worms) 
from the initial training set and save them only for the purpose of testing to imitate zero-
shot conditions. Through this configuration, the framework's ability to classify unknown 
threat groups during inference is evaluated.

It's an ideal choice to evaluate any new intrusion detection model, such as ZTFER, 
since both the benign traffic and attack packets are represented diversely and realistically. 
As depicted in Figure 2, the dataset is characterised by a severe class imbalance with both 
the normal traffic and common attack classes (such as Generic and Exploits) substantially 
oversampling the sample count and the rare classes (e.g., Shellcode and Worms) exhibiting 
pronounced under-representation. This imbalanced class distribution offers a unique 
opportunity to evaluate ZTFER ’s zero-shot learning capabilities, particularly its ability 
to recognise rare or unseen types of threats without further re-training. To determine the 
performance of ZTFER on untrained classes (zero-day), the models were trained without 
certain classes and tested on the detection of attacks from those classes, thereby verifying 

Figure 2. Class imbalance in the UNSW‑NB15 dataset
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ZTFER’s competency to generalise to new (unseen) attack semantics. For the experimental 
setup, the following is used:

	� Hardware: Intel Xeon Gold 6248 CPU @ 2.5 GHz (16 cores), 64 GB RAM, NVIDIA 
A100 GPU (40 GB).

	� Software: Ubuntu 20.04, Python 3.10, PyTorch 2.0.1, Sentence‑Transformers 2.2.2, 
Hugging Face Transformers 4.30.0, scikit‑learn 1.3.0, and pandas 2.0.3.

Preparing the Dataset

1.	 First step: Cleaning
•	 Take out repeat records (precisely matching duplicate rows).
•	 Take off records with disfigured feature values (such as NaN or unlimited values) 

or lost.

2.	 Second step: Characteristic engineering
•	 Normalise numerical characteristics (such as sttl, dbytes, dur, sbytes, dttl, and 

rate) by utilising z‑score normalisation as shown in Equation 5.

• Normalise numerical characteristics (such as sttl, dbytes, dur, sbytes, dttl, and rate) by utilising 

z‑score normalisation as shown in equation 5 below: 

 

                                        𝑥𝑥′ = (𝑥𝑥 − 𝜇𝜇)/𝜎𝜎                                                                                                                     [5] 

 

Categorical characteristics (e.g 

	 [5]

•	 Categorical characteristics (e.g., state, service, and proto) are tokenised by 
changing each class to a unique integer ID, then included through a learnable 
embedding schedule (which will be used for the raw event text generation, not 
for the zero-shot rating).

3.	 Third step: By using the NL (Natural language) for event explanation creation
•	 For all network outflows, it will create a textual specification of the nest template:
	� “Protocol [proto] from [saddr]:[sport] to [daddr]:[dport] with state [state], duration 

[dur] seconds, source bytes [sbytes], destination bytes [dbytes], and attack label 
[attack_cat].”

	� That content will be the feed into the basis encoder Φ (jointly with the threat 
category characterisations). An instance of the output is below:

	�  “Protocol tcp from 192.168.1.10:54322 → 203.0.113.5:80, state FIN, duration 
0.12 seconds, source bytes 452, destination bytes 1240, source packets 4, 
destination packets 6, service http.”

	� The above template utilises only noticeable network characteristics (no threat 
labels). It corresponds to both test events and training, as well as those from 
hidden zero‑day threat categories.
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4.	 Fourth step: Elaboration for the threat description
•	 For all attack categories (which include hidden groups for zero‑shot evaluation), 

it will recover the corresponding MITRE ATT&CK strategy and technique 
explanation (such as “T1046 – Network Service Scanning”). These explanations 
are utilised as the semantic resource Service Scanning”). These explanations are utilized as the semantic resource 𝐷𝐷𝑘𝑘 . .

5.	 Final step: Calculate the embedding 
•	 Together, the threat descriptions and the case descriptions are processed via 

all-MiniLM-L6-v2 to get fixed 384‑d embeddings. These embeddings are  
L2-normalised before calculating cosine similarity.

Network events are transformed to an NL explanation utilising a stable, label‑agnostic 
template: ‘Protocol [proto] from [saddr]:[sport] → [daddr]:[dport], state [state], duration 
[dur] seconds, source bytes [sbytes], destination bytes [dbytes], source packets [spkts], 
destination packets [dpkts], service [service]. This template employs only noticeable 
characteristics and never accesses ground‑truth threat labels. To block leakage, 
descriptions of hidden threat categories are eliminated from training and are created 
solely through zero‑shot testing. No category‑particular keywords become visible in 
the input content.

Explanation About Domain Adaptation 

No direct field adaptation (for example, constant pre‑training on a cybersecurity corpus) is 
executed on the basis encoder. By contrast, the model realises semantic alignment through 
the following:
•	 Utilisation of MITRE ATT&CK‑foundation threat explanations (already considered 

the cybersecurity domain).
•	 The diverse response loop (Equation 4), which incrementally modifies the comparative 

positions of explanation and event embeddings based on the analyst's response. That 
design supports zero‑shot ability whilst becoming strongly adapted to domestic network 
environments.

The Strategy for Leakage Prevention 

To ensure a correct zero‑shot evaluation, the following safeguards will be executed: 
•	 Break the explanation collection: Descriptions for hidden threat categories (for instance, 

worms and shellcode) are never employed through testing or while ranking embeddings 
for training proceedings. The explanations are at most presented at analysis time for 
zero‑shot deduction.
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•	 Never overlap in characteristic values: The form (template) utilises only numerical 
and class fields, which are introduced in each flow; it never includes an indication of 
specific categories (such as threat signature strings).

•	 Verification of cross-validation: where it was manually verified that the produced text 
for hidden categories does not include unrivalled keywords (for instance, "worm" or 
“shellcode”), which would correspond exclusively with those categories.

The above steps guarantee that the paradigm is unable to exploit label facts from the 
input text, protecting the integrity of the zero‑shot tuning.

“Zero-shot” in ZTFER refers exclusively to the ability to classify unseen attack classes 
without any labelled examples of those classes at any stage.

Figure 3 shows the category allocation of the dataset (UNSW‑NB15), focusing on 
the severe imbalance between popular and rare threat classes. To authorise zero‑shot 
assessment, Shellcode, Backdoor, and Worms are prevented from training and applied 
only as a hidden test category. The figure also outlines the preprocessing pipeline: 
taking away the duplicates, tokenisation, z‑score normalisation, and label‑agnostic text 
generation.

Figure 3. Class distribution of the UNSW‑NB15 dataset with zero‑shot split and pre-processing stages

The Loop of Contrastive Feedback

The diverse response loop (Section 3.5) is employed only for unhidden categories (or 
previously labelled threats) and brings up to date a separate, duty‑specific prediction head, 
not the frozen base encoder Φ. The encoder part is unchanged, protecting the primary 
zero‑shot semantic arrangement for hidden attacks. Consequently, the model never 
transforms to few‑shot or incremental learning for unusual threats.
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Starting Points

ZTFER has been compared in Table 2 with semi-supervised and standard baselines.

Table 2 
Traditional ML techniques with ZTFER

Model Type Description
Random Forest Supervised Tree-based classifier trained on labelled data
SVM (RBF Kernel) Supervised Kernelised margin-based classifier
Autoencoder Unsupervised Neural network for anomaly detection
Prototypical Net Few-shot Learns class prototypes from limited examples
Label Embedding SVM Zero-shot SVM with semantic label embeddings

Measures of Evaluation

This paper presents both conventional metrics and metrics unique to ZSL in Table 3 .

Table 3 
Evaluation metrics

Metric Description
Accuracy Correct classifications over all predictions
Precision TP / (TP + FP), quality of positive predictions
Recall TP / (TP + FN), the ability to detect actual threats
F1 Score Harmonic mean of precision and recall
AUC Area under the ROC curve, overall discriminative power
Zero-day Detection Accuracy on previously unseen attack classes

The Outcomes and Analysis

Figure 4 shows a comparison of the performance of the ZTFER model in different 
important evaluation metrics. The model demonstrates robust classification of known 
and unknown threats, and high overall accuracy (91.3%) and AUC (0.94). Three 
metrics, F1 Score (0.87), Precision (0.88) and Recall (0.86) demonstrate a well-balanced 
performance with few sacrifices between false positives and false negatives. The Zero-day 
Detection Rate is 58.9%, though being lower than ResNet101, it significantly exceeds the 
traditional baselines, demonstrating that ZTFER has the capability to generalise to unseen 
attack categories. Such characteristic performance distribution highlights the excellent 
generalisation and operational reliability of the model in adversarial and dynamic threat 
generations. Subsection 5.4.1 will conduct a detailed comparison between our proposed 
ZTFERs and conventional approaches.
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Classification Efficiency

The results of the study indicated how the proposed ZTFER model beat several widely 
recognised baseline methods. The Random Forest classification method exceeded other 
standard machine learning approaches with an accuracy rating of 83.2%, an F1 score of 
0.79, an AUC of 0.88, and a zero-day identification rate of 21.4%. Having an accuracy 
rating of 80.1%, an F1 score of 0.76, an AUC of 0.85, and a zero-day identification rate of 
19.7%, Support Vector Machines (SVM) generated slightly less impressive outcomes. With 
a precision of 72.6%, an F1 score of 0.69, an AUC of 0.75, and a zero-day identification 
rate of 15.3%, autoencoder-based identification of anomaly methods performed worse.  
With a precision of 85.4%, an F1 score of 0.81, an AUC of 0.89, and a zero-day identification 
rate of 33.2%, few-shot learning with typical communications networks generated low 
profits. The proposed ZTFER approach, on the other hand, performed superior to each of 
the other baselines, showing its powerful generalisation capacity and success in detecting 
hazards which had not yet been discovered. It reached the best accuracy of 91.3%,  
an F1 score of 0.87, an AUC of 0.94, and a significantly greater zero-day identification 
score of 58.9%, as shown in Figure 5.

Visualisation of Latent Space 

Also visualise scenario embedded data in two dimensions via t-PCA as well as SNE. The 
framework's embedding alignment has been verified by the near proximity of unnoticed 
threats to similar semantic explanations, whereas classes that are known cluster tightly.

Study of Ablation

Once removing crucial elements and testing ZTFER, the results are presented in Table 4. 
Feedback adaptation and semantic descriptions significantly improve zero-day inference, 

Figure 4. ZTFER performance across key metrics
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which the ablation shows. The results mentioned in Table 3 indicate ZTFER's effectiveness 
in dynamic, real-world cyber circumstances.

Figure 5. Comparative classification performance of ZTFER versus baselines

Table 4 
Type styles

Configuration Zero-day Detection
Full Model 58.9%
Without Threat Descriptions 31.7%
Without Contrastive Feedback 43.8%
Without the LLM Reasoning Module 46.2%

DISCUSSION

The ZTFER method employs foundation models to implement zero-shot learning and 
semantic deduction, introducing an important change in online threat detection. This 
section offers an in-depth evaluation of the research outcomes, concentrating on the 
proposed technique's advantages, disadvantages, possibilities for deployment, and concerns 
regarding ethics.

ZTFER's Advantages

ZTFER's power to generalise beyond noticed attack classes is one of its main benefits. 
ZTFER employs semantic embeddings and attack explanations to infer threat types it has 
never been specifically trained on, compared with conventional machine learning (ML) 
approaches, which break down if faced with novel or zero-day threats. The research results 
confirmed the model's ability to generalise, demonstrating significant enhancements in 
zero-day detection accuracy (58.9%) compared to all baselines.



1486 Pertanika J. Sci. & Technol. 34 (3): 1469 - 1491 (2026)

Muhmmad Al‑Khiza’ay and Noora Alallaq

In addition, adaptability is offered by ZTFER's contrastive feedback loop. Through 
including analyst-validated input into the embedding space, ZTFER can continually 
improve its boundary-decision abilities without needing overall retraining. Consequently, 
it is positioned as an adaptable option for environments that are changing. In the context of 
operational cybersecurity, where analysis confidence is vital, the integration of foundation 
frameworks and LLMs enables both detection as well as contextual explanation.

The proposed framework (ZTFER) reaches outstanding performance due to its shared 
semantic space (through a frozen basis encoder), which aligns notice proceedings with 
MITRE ATT&CK explanations, becoming zero‑shot popularisation. In contrast, supervised 
baselines fail on hidden categories, unsupervised techniques suffer from high false positives, 
and few‑shot methods lack rich semantic priors. The diverse comments loop further 
refines recognition without retraining, whilst LLM-setup reasoning makes less ambiguity 
advantages absent in all previous studies.

Limitations

ZTFER has disadvantages despite its benefits. The precision and accuracy of threat 
explanations have significant effects on how well the model performs. For similar semantic 
threats, unclear or poorly written textual definitions could result in ambiguous embedding 
visualisations, which can decrease the accuracy of classification. Also, in situations with a 
shortage of resources, the computational expense of real-time foundation model deduction, 
especially when integrated with LLMs, could cause issues.

Depending on a correctly positioned embedding space is an additional limitation. The 
embedding model could overlook domain-relevant details because it has not been trained on 
cybersecurity-specific syntax. This emphasises how crucial it is to utilise domain-specific 
foundation frameworks or optimised encoders.

Possibility for Real-world Implementation

ZTFER is extremely fitting for deployment in high-stakes, fast-changing circumstances 
such as national cyber defence infrastructure, manufacturing systems of control, and 
enterprise SOCs (Security Operations Centres). The system design flexibility authorises 
the absorption of real-time threat feeds by CVE, MISP, and MITRE ATT&CK sources 
and makes it a potential link with current SIEM pipelines. Also, the analyst-in-the-loop 
produces simplified operational input and lower alert fatigue through coordinating well 
with SOC workflows.

ZTFER’s zero-shot ability reduces the requirement for expensive retraining cycles, 
which makes it cost-effective for situations that have limited data analysis resources. 
Further, due to its conceptual alignment, automated systems and human analysis can 
collaborate with greater efficiency, growing threat understanding as well as identification.
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Moral Points to Consider

Numerous moral concerns must be carefully evaluated while executing ZTFER. In the 
beginning, having the capacity to clarify is vital. Even though LLM-based logic explains 
in simple language, attention has to be taken to guarantee that the findings are accurate, 
understandable, and auditable as well. False explanations could undermine analysis trust 
or lead to insufficient mitigation techniques.

Secondly, positive results that are false remain a concern, especially when working 
with newly built data. Incorrect classifications can result in the incorrect utilisation of 
security resources or unnecessary disruptions. This is decreased through the feedback 
loop; real-time systems require the inclusion of protections for escalation protocols and 
high-confidence categorisation limits.

Finally, security methods should be employed, particularly when dealing with hidden 
user activity information. To prevent the improper use of determined behavioural data, 
ZTFER must be examined for compliance with laws governing data protection (such as 
HIPAA and GDPR).

As shown in Table 5, the proposed ZTFER reveals considerable promise for intelligent, 
scalable, and flexible cyber-attack detection. While its design solves a lot of the difficulties 
of the IDS systems in use today, responsible use needs careful engineering, oversight by 
humans, and consideration for ethics.

Table 5 
Summary of key results

Evaluation Dimension Metric/Outcome ZTFER Performance
Generalisation to Unseen 
Threats Zero-Day Detection Rate 58.9% (vs. 21.4% for Random Forest)

Classification Accuracy Overall Accuracy on Mixed 
Classes 91.3%

Interpretability Human-readable 
explanation via LLMs

Enabled (through GPT-style model 
integration)

Adaptability Performance with analyst 
feedback

Significant uplift (+15% in zero-day 
accuracy)

Real-Time Viability Embedding + Inference 
Latency ~0.8s average per event

Resource Efficiency Model retraining 
requirements None (zero-shot, no retraining needed)

Deployment Scalability Integration with SOCs and 
SIEMs Compatible with a modular pipeline

Ethical Compliance Privacy-respecting 
architecture + explainability

Privacy-aware design with feedback 
validation



1488 Pertanika J. Sci. & Technol. 34 (3): 1469 - 1491 (2026)

Muhmmad Al‑Khiza’ay and Noora Alallaq

CONCLUSION
The main contribution of this research is ZTFER, a zero‑shot attack observation model 
that integrates a base actual‑time LLM reasoning and contrastive responses to recognise 
hidden cyber‑threats without retraining with the model's semantic embeddings. In this 
paper, offered ZTFER, a novel zero-shot attack detection model which combines foundation 
method reasoning with Zero-Shot Learning (ZSL) to address the increasing issues resulting 
from previously hidden and fast-changing cyber-threats. The research additionally proposed 
ZTFER-RT, a combined real-time framework which promotes active and responsive attack 
detection through using language models and real-time threat feeds.

Through a zero-day detection success rate of 58.9%—much greater than the 
conventional models—and a total accuracy in classification is 91.3%, research findings 
promote ZTFER's powerful generalisation capacity. The technique's comprehension and 
flexibility have been confirmed by studies of ablation and latent space representation. 
ZTFER's working viability in dynamic cybersecurity circumstances is demonstrated 
through its real-time inference, zero retraining needed, and compatibility with human-in-
the-loop operations.

For future work, there are three primary directions to improve ZTFER operation. Firstly, 
memory-augmented drivers which learn automatically from long-term communication 
histories and analysis feedback. Secondly, multipurpose combining, which includes logs, 
written content, and picture-based threats for comprehensive protection. Finally, retrieval-
augmented generation (RAG) frameworks, which rapidly retrieve and reason across 
developing threat intelligence.

These improvements will contribute to the creation of strong, smart, and comprehensible 
systems for cybersecurity, which can adapt in real time and offer human-aligned support 
for decisions. The upcoming work will concentrate on memory‑augmented representation, 
which acquires knowledge of long‑term response, multimodal incorporation of images and 
logs, and RAG (Retrieval‑Augmented Generation) for active attack intelligence.
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